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Impact to use Cloud Services hosing out of the country.

Learn more about countries
with data residency regulations

Health data regulations

HEAVILY REGULATED

$ LUGHTLY REGULATED

PENDING

Learn more about countries with data residency regulations by clicking the map

SZEXk . Data Residency and Data Localization Research - InCountry

JUAS

SG

Data Controllers can transfer
personal information only to other
countries with adequate data
protection laws.

MY

Data residency effectively required.
A Data Controller may only transfer
personal information to countries on
a Malaysian government'’s approval
list. However the list has never been
officially published.

TH

Data Controllers can transfer
personal information only if the
other country has adequate data
protection laws.

IND

Data residency required. Banks are
required to maintain datacenters
incountry.

VT

Data residency effectively required.
All online service providers have to
store, analyze, and process personal
data of Vietmanese locally.
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Need to follow up with the DC status of Cloud Services.

259 FF—2t2—0DIKRASEA (Azure. AWS, M365)

Global Infrastructure (amazon.com)

Thailand

Online Services (o365datacentermap.azurewebsites.net)

Data residency in Azure | Microsoft Azure

Malaysia

—=

%24 55 Microsoft Azure

Microsoft 365

Viet Nam

Indonesia

\ )

—

Singapore
adWS
et

Microsoft 365

K\FE =l

JUAS

A Under construction
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Singapore (MAS) 2021/3

Malaysia (BNM) 2019/6

Indonesia (OJK) 2021/4

ADVISORY ON ADDRESSING THE TECHNOLOGY
AND CYBER SECURITY RISKS ASSOCIATED WITH
PUBLIC CLOUD ADOPTION

Risk Management in Technology
(RMIT)

Placement of Electronic
Systems at Data Centers and/or
Disaster Recovery Centers

Request a comprehensive risk assessment for
public cloud adoption and appropriate
management for identified risks.

1.

Developing a public cloud risk management
strategy

for laaS, PaaS and SaaS respectively.
Implementing strong controls in areas such as
IAM, cyber security, data protection and
cryptographic key management

Expanding the FI’s cyber security operations
to include security of public cloud workloads
Managing cloud resilience, outsourcing,
vendor lock-in and concentration risks
Ensuring FI’s staff have adequate skillset to
manage public cloud workloads and risks.

Financial institution is required
to conduct a comprehensive
risk assessment prior to cloud
adoption which considers the
inherent architecture of cloud
services that leverages on the
sharing of resources and
services across multiple tenants
over the Internet.

Financial institution is required
to consult BNM prior to the use
of public cloud for critical
systems, and to notify to BNM
for non-critical systems.

Non Bank Fls that have Data
Centers and/or Disaster
Recovery Centers are required
to place Electronic Systems at
Data Centers and/or Disaster
Recovery Centers in Indonesian
territory.

Non Bank Fls are prohibited
from placing Electronic Systems
in Data Centers and/or Disaster
Recovery Centers outside the
territory of Indonesia unless
they have obtained approval
from the Financial Services
Authority.

JUAS
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Figure 4 Change in Cyber Insurance Premiums, 2017-2020
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